UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN MUONG ANG Poc lap - Tw do - Hanh phuc

S6: 924 /UBND-VHTT Muong Ang, ngay2; thang 5 nam 2024

VIV canh bao tinh hinh an toan
thdng tin, cac 16 hong bao mat anh
huong cao va nghiém trong trong

cac san pham CNTT cong bd
thang 4/2024

Kinh guri:
- Céc co quan, ban nganh, doan thé huyén;
- UBND cac xa, thi tran.

Can civ Cong van so6 797/STTTT-TTCNTT&TT ngay 17/5/2023 ciia So
Théng tin va Truyén thong tinh Pién Bién vé viéc tinh hinh ATTT, canh bdo cdc
16 hong bdo mdt anh huéng cao va nghiém trong trong cdc san pham CNTT céng
bé thang 04/2024 va cdc vin ban kém theo ciia Cuc An toan théng tin - B Théng
tin va Truyén théng.

Theo d6 trén dia ban huyén Mudng Ang van con kha nhiéu may tinh tai cac
co quan, don vi van dang st dung may tinh cai dat hé diéu hanh Windows XP,
Windows 7. Day 1a cac hé diéu hanh da khong con duge Microsoft ho tro, cung
cap ban cép nhat va 16i hé thong, do d6 xuat hién rat nhiéu 16 hong bao mat, tiém
an nguy co rat cao bi khai thac, tham gia mang Botnet (mang ludi cac thiét bi may
tinh bi chiém quyen diéu khién va dong vai tro nhu mdt cong cu tu dong hod cac
cudc tan cong hang hoat, danh cép dir li¢u, phat tan phﬁn mém doc hai.. D).

Pé dam bao khong bi tin cong mang, xdy ra mat an toan thong tin tai cac
co quan, don vi trén dia ban. UBND huyén c6 ¥ kién nhu sau:

1. Yéu cau thu trudng cac co quan, don vi, chu tich UBND cac xa, thi tran

- Trién khai ra soét s6 luong may tinh dang st dung tai don vi dang dung
hé diéu hanh Windows XP va Windows 7 (ké c may tinh c4 nhan nhung sir dung
lam viéc chuyén mon tai don vi) thuc hién nang cap phan cting dé bao bao ciu
hinh t6i thiéu dé cai dit lai hé diéu hanh tr Windows 10 tré 1én (chip core i3
th4/ram 4gb/SSD 120gb). Truong hop khong thé nang cap cau hinh phan ctng,
yéu cau don vi can ct tinh hinh thyc té cha dong bé tri thiét bi may tinh khac dé
dam bao cho cong viéc theo yéu cau.

- Ra soat céc thiét bi mang Cisco dang su dung tai don vi: Witch, Router,
Module, Wifi, Firewall... va thuc hi¢n cap nhat frimware, phan mém cho thiét bi.

- Tiép tuc ra soat, dé nghi cai dat phan mém phong chdng mi doc tap trung
cua tinh (Bkav Endpoint), phan mém phat hién va tmg ph6 cho diém cudi quan ly
tap trung (EDR - Bkav Endpoint Detection & Response) va thuc hién cap nhat
phién ban méi dinh ky 01 1an/tuan. Di v6i cac may tinh dang str dung phan mém
diét virus ban quyén thuong mai khéc, cac ca nhan stir dung chu dong cép nhat ban
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m&i va thue hién quét virut dinh ky tbi thiéu 01 1an/1 tuan.

- B4o cao két qua thyc hién vé UBND huyén (qua phong Van hoa va Thong
tin huyén) trudc 14h00 ngay 23/5/2024 dé tong hop bao céo cip c6 thim quyén
(bao cdo thé hién rd: S6 liwong mdy tinh dang si: dung Window XF, Windows 7, so
lweong may tinh da khdc phuc theo yéu cdu; s6 heong mdy tinh khong thé ning
cdp, dd thay the thiét bi khdc; sé lirong thiét bi mang Ciso, s6 lwong thiét bi mang
dwoc ndng cdp frimware, phan mém thanh céng).

2. Giao phong Van hoa va Thong tin huyén chu tri, hd tro cac co quan, don
vi, UBND cic x4, thi trén tiép tuc trién khai cai dat phan mem phong chéng ma
doc tap trung Bkav Endpoint, Bkav EDR. Tham muu, tong hop bdo cdo cua
UBND huyén trinh cip c6 thdm quyén dam bao thoi gian quy dinh.

Nhan dugc Cong van nay, UBND huyé¢n yéu cu cac co quan, don vi,
UBND céc x4, thi tran trién khai thyc hién dam bao thoi gian quy dinh. Trong qua
trinh thuc hién, c6 vudng méc cac don vi lién hé phong Van hoa va Thong tin
huyén (dong chi Nguyén Ngoc Quyét, sé dién thoai 0915.532.389) dé hudéng dan./.

Noi nhan: TM. UY BAN NHAN DAN
- Nhur trén; KT. CHU TICH
- Lanh dao UBND huyén; o s

- Luu: VT.

Pinh Van Son
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